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CHANGE RECORD
* A— Add, M — Modify, D — Delete

Change Part A* | Source Old Description of change | Updated
date Change | M, D version version
11/12/2020 A Create v1.0.0
16/06/2021 | 2.5 M Add new installment

information query API

26/08/2021 [2.8,29 |M Update IPN Url and
Return Url parameters

04/03/2022 M Update version v2.1.0
07/07/2022 M Update VNPAY’s
response
12/09/2023 (2532 |M - 2.5.3.2: remove field v2.1.1
26.3.1 feeAmount, add field
26.3.2 ispFee Amount

- 2.6.3.1: remove field
transaction.totallspAmou
nt and field
transaction.recurringAmo
unt, add field
transaction.expiryDate

- 2.6.3.2: remove field

transaction.feeAmount
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1. Introduction

1.1. Document purpose
The document provides the technical specification of connecting the VNPAY Installment

Payment system for e-commerce merchants.

1.2.  Document scope
A brief description of Connection model, sequence diagram, API functions of the business

related to the connection between two systems.

1.3. Terms and abbreviations

Term Definition Note
E-com E-commerce
Installment Payment | VNPAY Installment Payment system
Merchant Payment acceptor, MERCHANT
Application Programming Interface: Interface
API for MERCHANT to interact with VNPAY
system
Checksum Code used to check the data integrity
OTP One-Time Password: Password authentication
for transaction

Table 1: Terms and abbreviations

2. Connection model and data exchange description

2.1. Connection model

o) REST: » \\\i
\Q 0o
%} X
Web/App Installment Payment
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2.2. Installment payment process

2.2.1. Process description

<%

Customer Web/App Intallment Payment Bank

- Customer access the E-commerce Website/ App, choose to pay with an active account/credit
card of the Bank supporting installment payment.

- E-commerce Website/ App will send payment request information to VNPAY. Information
will be sent according to the specification of this document.

- Customer confirms payment at the bank.

- After the customer confirms the transaction information, VNPAY will process and return the
results to the E-commerce Website/ App via 2 ways:

e IPN Url (server call server).

e Directly redirect the results to the link that the E-commerce Website/App sent in the request
for installment payment.

- E-commerce Website/App notifies customers of payment results.
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2.1.2. Sequence diagram
| |

!
|
|
!

p!

1. Order
& select the installment paymentvia VNPAY

>

2. Send initiate transaction request

I 2.1. Response result

| 3. Redirect to VNPAY's payment page
|

I
I
I
I
I
I
I
I
I
I
I
I
4.1. Send card verification request |
I

[

|

|

|

|

|

|

|

|

|

| |
|
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|

|

|

|
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I
I
4. Enter card information >:
|
I

' >
I I 5.1. Response result I

-——===—=—==—— o

Model description:

Step 1: Customer goes to the e-commerce website to make a purchase and chooses
Installment payment via VNPAY.

Step 2: E-commerce website will send customer's request to initiate installment transaction
to VNPAY according to connection specification.

Step 3: E-commerce website redirects customer to VNPAY’s installment payment page
according to connection specification.

Step 4: Customer enters payment card information at VNPAY. Through a separate
connection between VNPAY and the Bank, VNPAY will send a request to the Bank to
authenticate card information.

Step 5: Customer confirms payment to complete the transaction. After successful
confirmation, the banking system will process the payment for the transaction. After

completing the payment confirmation step, the system will move to Step 6.
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Step 6: VNPAY notifies the payment results of the E-commerce website so that the E-
commerce website can update the payment transaction. If the transaction is successful, the

E-commerce website will process the order.

2.3.  Exchanged data specification
2.3.1. Datatype

Data type Description

Alpha String type, only including uppercase characters (A-Z),

lowercase characters (a-z)

Numeric Numeric data type, only including numeric characters (0-9)

Alphanumeric Numeric data type, including uppercase, lowercase and

numeric characters

Json Json type data

2.3.2. Fields of exchanged data

Parameter name

Description

Mandatory/Optional Data type Min, Max Example
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2.4. Authentication request
2.4.1. Data format

Parameter

Description

Restful API

/oauth/authenticate

Method

POST

Content-Type

application/json

2.4.2.Sequence diagram

Send authentication request

Response result

I
I
I
|
<
|
I

2.4.3. Authentication request

2.4.3.1. Merchant sends VNPAY

clientld

Merchant identifier

Mandatory Alphanumeric 1,20

VNPAY 123456

username

Merchant user name

Mandatory Alphanumeric 1,50

Quangdv

Vietnam Payment Solution Joint Stock Company
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password

Merchant access password

Mandatory Alphanumeric 8,256 123456
clientSecret

Secret chain

Optional Alphanumeric 1,256 123456abcd

2.4.3.2. VNPAY ’s response

rspCode

Response code. Specify a 00 response code for a Success result for all APIs. For more

information, refer to the error code table in section 3.1.

Mandatory Numeric 2

00

rspMsg

Response message.

1,256

Optional Alphanumeric

Authentication successful

errorDetails

Validation error details.

Optional Json Array

[

]

{
"field": "field_name_1",
"reason": "reason_1"

.

Vietnam Payment Solution Joint Stock Company
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data

JWT data.

Optional Json {

"accessToken": "eyJhbGciOiJIUzUx
MiJ9.eyJleHAIOJE2MTAzNTIOMjksImF
1dGgtawsmbyl6IntcInVzZXJuYW1IXC
16 XCIXdWFuZ2R2XCJ9In0.KPE9da4Q6
KXCEYgwBN2NuEAEOfNRhlIebwDbQ
TNVc-
6XCSIXMMIOTdZRn4fgrHZLsUrTIHXt
gdObD3JDdPxp3JQ",

"refreshToken": "eyJhbGciOiJIUzU
xMiJ9.eyJleHAIOJE2MTAOMzc5Mjksl
mF1dGgtaW5mbyl6IntcinVzZXJuYW1lI
XCI6XCIxdWFuZ2R2XCJ9In0.0fNTNA
rmeoynkUHBeFTCcqGRINGXOleW246
Gf13iwAVIdECNZUPZBZF501uW2yk0
82jab9Nga20nWIQpIfBkDw",

"tokenType": "Bearer",
"expiresin™: 665

Detail data

accessToken Aphanumeric Access token

refreshToken Aphanumeric Refresh token

tokenType Aphanumeric Token type

expiresin Numeric Token validity time (second)

2.5.  Query installment configuration information

2.5.1. Data format

Parameter Description

Restful API /category/installment-info
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Method GET

Authorization Get Token from section 2.4.3.2.

token = tokenType + " " + accessToken

2.5.2. Sequence diagram

Query installment configuration |

information |

Response result

2.5.3. Query installment configuration information

2.5.3.1. Merchant sends VNPAY

tmnCode

Merchant's website code on VNPAY's system.

Mandatory Alphanumeric 8 VNPAY ISP

amount

Amount the customer wants to pay in installment.
Amount does not carry decimal separators, thousandths, currency characters.

To send an amount of 5,000,000 VND (five million dong), it is necessary to multiply 100
times (decimal), then send to VNPAY': 500000000.

Mandatory Numeric 500000000
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currCode

Payment currency. Currently only support VND.

Mandatory Alpha 3 VND

secureHash

Checksum code to ensure that data is not changed during the transfer from Merchant to
VNPAY. The current version supports HMACSHAS512.

Checksum creation note: The field "Optional” has no value, get the default value when
creating the checksum.

- Alpha/Alphanumeric: "™ (empty string)

- Numeric: 0

Mandatory Alphanumeric 32,256 | c0d865566656cc68cceel3606be4c596e6
a70da9eefadf086879d1c9d46c7alb9bad3
b2b2619470d325933f611225fd10b3ad21
199a006e2c5d754fde55d689f

Checksum data =tmnCode + "|" + amount + "|" +

. currCode;

creation rule
checksum =
hashWithSecureType(secretKey, data);

2.5.3.2. VNPAY ’s response

rspCode

Response code. Specify a 00 response code for a success result for all APIs. For more

information, refer to the error code table in section 3.1.

Mandatory Numeric 00
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rspMsg

Response message.

Optional Alphanumeric

Successfully

errorDetails

Validation error details.

Optional Json Array

[
{
"field": "field_name_1",
"reason’: "reason_1"

.

]

data

List of banks supporting installment payment.

Optional Alphanumeric

[

"issuerCode™: "VIETINBANK",
"issuerName": "Ngan hang Vietinbank",
"logoUrl": "https://vnpay.vn/vtb.png",
"schemes": [
{
"scheme": "JCB",
"logoUrl": "https://vnpay.vn/jcb.png",
"recurringinfo™: [
{
"recurringNumberOflsp™: 6,
"recurringFrequency": "monthly",
"amount": 500000000,

Vietnam Payment Solution Joint Stock Company
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"recurringAmount™: 100000000,
"totallspAmount™: 600000000,
"ispFeeAmount™: 100000000,
"currCode": "VND"

- Data details:

e data is a list of supported banks and corresponding payment methods, including the

following information:

issuerCode Alpha Bank code supporting installment payment.

issuerName Alpha Bank name supporting installment payment.

logoUrl Alphanumeric | Logo path.

schemes JsonArray List of payment card type supporting installment
payment.

e schemes is a list of payment methods and corresponding payment periods, including the

following information:

scheme

Alpha

Payment card type code.

logoUrl

Alphanumeric | Logo path.

recurringinfo

JsonArray

List of payment periods.

e recurringlnfo is a list of payment periods, including the following information:

recurringNumberOfisp | Numeric | Number of payment periods.
recurringFrequency Alpha Recurring frequency.
amount Numeric | Amount the customer wants to pay in installment.
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recurringAmount Numeric | Installment amount per period.

totallspAmount Numeric | Total installment amount.

ispFeeAmount Numeric | Installment conversion fee (customer paid for
VNPAY)

currCode Alpha Currency code

secureHash

creating the checksum.

- Alpha/Alphanumeric: "™ (empty string)

Checksum code to ensure that data is not changed during the transfer from Merchant to
VNPAY. The current version supports HMACSHA512.

Checksum creation note: The field "Optional™ has no value, get the default value when

- Numeric: 0

Mandatory Alphanumeric 32,256 | c0d865566656cc68cceel3606be4c596e6
a70da9eefadf086879d1c9d46c7alb9bad3
b2b26f9470d325933f611225fd10b3ad21
199a006e2c5d754fde55d689f

Checksum data = rspCode + "|" + rspMsg + "|" +

. data;

creation rule
checksum =
hashWithSecureType(secretKey, data);

2.6. Initiate installment transaction

2.6.1. Data format

Parameter Description
Restful API /payment/init
Method POST

Content-Type

application/json

Vietnam Payment Solution Joint Stock Company
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Authorization Get Token from section 2.4.3.2.

token = tokenType + " " + accessToken

2.6.2.  Sequence Diagram

I
1 1
Select theinstallment payment via VNPAY

I
I
I
I
I
Send initiate transaction request |

Response result

N T

2.6.3. Initiate installment transaction

2.6.3.1. Merchant sends to VNPAY

reqld

The merchant request code sent to VNPAY. No duplicates within the day.
Mandatory Numeric 10,18 1607654463114
tmnCode

Merchant's website code on VNPAY" system.

Mandatory Alphanumeric 8 VNPAY ISP

order

Order information.

Mandatory Json
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order.orderReference

Reference code of the transaction at the merchant's system. This code is only used to
distinguish orders sent to VNPAY. No duplicates within the day.

Mandatory Alphanumeric | 1,100 abcd123456

order.orderlInfo

Payment information description (English or Vietnamese without accents).

Mandatory Alphanumeric | 1,255 Test giao dich thanh toan tra gop

transaction

Transaction information.

Mandatory Json

transaction.issuerCode

Card/account issuing bank code. For more information, please refer to the Table of Banks

supporting installment payments 3.2.

Optional Alpha 1,20 VPBANK

transaction.scheme

Payment card type.

VISA/JCB/MASTERCARD/AMEX.

Optional Alpha 1,20 MASTERCARD
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transaction.recurringFrequency

Recurring frequency. Default by month.

Optional

Alpha

1,20

monthly

transaction.recurringNumberOflsp

Installment term. The current version only supports 3, 6, 9 and 12 (months).

Optional

Numeric

3

transaction.amount

Amount the customer wants to pay in installment.

Amount does not carry decimal separators, thousandths, currency characters. To send an
amount of 6,000,000 VND (six million dong), you need to multiply it by 100 times
(decimal), then send it to VNPAY': 600000000.

Mandatory Numeric 600000000
transaction.currCode

Currency code. Currently only supports VND.

Mandatory Alpha 3 VND

transaction.returnUrl

Return address when the customer completes the payment.

Mandatory

Alphanumeric

1,255

https://example.com/return

transaction.cancelUrl

Return address when the customer cancels the transaction.

Vietnam Payment Solution Joint Stock Company
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Mandatory Alphanumeric | 1,255 https://example.com/cancel

transaction.mcDate

Record time of transactions at merchant's website GMT+7, format: yyyyMMddHHmMmMSss.

Mandatory Numeric 14 20201215110303

transaction.expiryDate

Expiry time of transaction GMT+7, format: yyyyMMddHHmMmMmSss.

Optional Numeric 14 20201215111803

customerlinfo

Customer information

Mandatory Json

customerinfo.identityCode

Customer's identity card/citizen identity card/passport number.

Optional Alphanumeric 1,20 142711111123

customerlInfo.forename

Customer name (Vietnamese without accents).

Mandatory Alpha 1,100 A

customeriInfo.surname

Customer's last name and middle name (Vietnamese without accents).
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Mandatory Alpha 1,100 NGUYEN VAN
customeriInfo.mobile

Customer phone number

Mandatory Numeric 10,20 0912345678
customerinfo.email

Customer email

Mandatory Alphanumeric | 1,255 nguyenvana@gmail.com

customerlInfo.address

Customer address (Vietnamese without accents).

Mandatory

Alphanumeric

1,255

22 Lang Ha, Dong Da

customerinfo.city

Customer city/province (Vietnamese without accents).

Mandatory

Alphanumeric

1,255

Ha Noi

customerInfo.country

Country code 02 characters of the customer, according to the code table:

https://en.wikipedia.org/wiki/ISO_3166-1_alpha-2

Mandatory

Alpha

2,2

VN

ipAddr

Customer IP address

Vietnam Payment Solution Joint Stock Company
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Mandatory Alphanumeric 1,30 192.168.22.88
userAgent

Client browser information.

Mandatory Alphanumeric | 1,255 Firefox
addData

Additional information.

Optional Alphanumeric | 1,2000

version

API version which Merchant connects. The current version is 2.1.1.

Mandatory

Alphanumeric

1,8

211

locale

Display interface language. Currently support Vietnamese (VN), English (EN).

Optional

Alpha

1,5

vn

secureHash

- Numeric: 0

creating the checksum.

- Alpha/Alphanumeric: "™ (empty string)

Checksum code to ensure that data is not changed during the transfer from Merchant to
VNPAY. The current version supports HMACSHA512.

Checksum creation note: The field "Optional™ has no value, get the default value when

Vietnam Payment Solution Joint Stock Company
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Mandatory Alphanumeric 32,256 | c0d865566656cc68cceel3606bed4c596e6
a70da9eefadf086879d1c9d46c7alb9bad3
b2b2619470d325933f611225fd10b3ad21
199a006e2c5d754fde55d689f

Checksum data = reqld +"|"
creation rule + order.orderReference + "|"

+ order.orderinfo + "|"

+ tmnCode + "|"

+ transaction.issuerCode + "|"

+ transaction.scheme + "|"

+ transaction.recurringFrequency + "|"

+ transaction.recurringNumberOflsp + "|"
+ transaction.amount + "|"

+ transaction.currCode + "|"

+ addData + "|"

+ customerInfo.identityCode + "|"

+ customerinfo.forename +

+ customerinfo.surname +

+ customerInfo.mobile +

+ customerInfo.email +

+ customerinfo.address + "|"
+ customerlInfo.city + "|"

+ customerinfo.country + "
+ ipAddr + "
+ userAgent + "|"

+ transaction.returnUrl + "|"
+ transaction.cancelUrl + "|"
+ version +

+ locale +

ll|ll
+ transaction.mcDate + "|"
+ transaction.expiryDate;

checksum =
hashWithSecureType(secretKey, data);
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2.6.3.2. VNPAY ’s response

rspCode

information, refer to the error code table in section 3.1.

Response code. Specify a 00 response code for a Success result for all APIs. For more

Mandatory Numeric 2 00

rspMsg

Response message.

Optional Alphanumeric | 1,255 Init successful

errorDetails

Validation error details.

Optional Json Array [
{

"field": "field_name_1",

"reason": "reason_1"

.

]

addData

Additional data. Defaults null if no data is available.

Optional Alphanumeric

transaction

Transaction data.

Vietnam Payment Solution Joint Stock Company
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Optional Json {
"id": "666821925535879168",
"amount": 600000000,
"currCode": "VND"
¥
Data details
id Numeric 18 | Transaction code for installment payment at
VNPAY.
amount Numeric Amount the customer wants to pay in
installment.
Amount does not carry decimal separators,
thousandths, currency characters. To send an
amount of 6,000,000 VND (six million dong),
you need to multiply it by 100 times (decimal),
then send it to VNPAY: 600000000.
currCode Alpha 3 Currency code.
secureHash

Checksum code to ensure that data is not changed during the transfer from Merchant to
VNPAY. The current version supports HMACSHA512.

Checksum creation note: The field "Optional™ has no value, get the default value when

creating the checksum.
- Alpha/Alphanumeric: "™ (empty string)

- Numeric: 0
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Optional Alphanumeric | 32,256 | 2c654a207ac86a52ed0682cf7246e6eb8ae83ee7
199a7aa633240842be2d5465f8864edae7db3f0
a3a7e7040e8b870e1054860b19edce57b391dd2
2b9f5389hd

Checksum | data = rspCode + "|" + rspMsg + "|" + transaction.id + "|" +

creation transaction.amount + "|" + transaction.currCode + "|" + addData + "|" +

dataKey;

rule checksum = hashWithSecureType(secretKey, data);

dataKey

Data key.

Optional Alphanumeric eyJIomMiOiJBMTI4RONNIiwiYWxnljoiUINBL
U9BRVAIM]jU2.kONvsrOM2qgzwJ6wXltsD1ZbB
CCGNJImxI1ZUBQLibDfCFKjmNOZnE5ucNcX7
XxpzTh654emMXNVXQgNgMIK_4ynYw.Zyco8d

EBV7CfpO0a0OQCjFw
2.7. Installment transaction payment
2.7.1.  Data format
Parameter Description

API /payment/pay

Method POST

Content-Type application/x-www-form-urlencoded

Vietnam Payment Solution Joint Stock Company
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2.7.2.  Sequence diagram

POST HTML formredirect

2.7.3. Installment transaction payment

2.7.3.1. Merchant sends to VNPAY

I
I
|
=
|
I
I
I
|
|

ispTxnld

Transaction code for installment payment at VNPAY'. Take from section 2.6.3.2.

Mandatory Numeric 18 666821925535879168
tmnCode

Merchant's website code on VNPAY's system.

Mandatory Alphanumeric 8 VNPAY ISP
dataKey

Data key. Take from section 2.6.3.2.

Mandatory

Alphanumeric

1000

eyJlomMiOiJBMTI4RONNIiwiYWxnljoiUINBL
U9BRVAtM]jU2.kONvsrOM2gzwlewXltsDIZb
BCCGNJImxIZU8QLibDfCFKjmNOZnE5ucNc
X7xpzTh654emMXNVXQINgMIK _4ynYw.Zyc

08dEBV7CfpO0a0QCjFw
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Example:
<form id="vnpay-redirect-form" style="display: none" method="POST"
action=".../payment/pay" >

<input type="hidden" name="ispTxnId" value="666821925535879168" />

<input type="hidden" name="tmnCode" value="VNPAYISP" />

<input type="hidden" name="dataKey"
value="eyJ1bmMiOiJIBMTI4RONNIiwiYWxnIjoiUINBLU9BRVAtMjU2.kONvsrOM2qzwl6wX1ltsD
IZbBCCGNImxIZUBQLibDfCFKJmMNOZnNE5ucNcX7xpzTb654emMXNvXQNgMIK_4ynYw.Zyco8dEBV
7Cfp00a0QCjFw" />
</form>
<script type="text/javascript" id="vnpay-redirect-script">

(function() {

document.querySelector('form#vnpay-redirect-form').submit();

HO;

</script>

2.8. URL IPN
2.8.1. Note

This is the address to receive payment results from VNPAY. The current connection uses
the GET method.
When URL VNPAY calls back, there will have payment information so that based on

that result, the E-commerce website will update/process the results after payment.

E-commerce merchant/website checks the integrity of data (checksum) before processing

other operations.
The checksum data is established based on the ascending sort of the parameter names.

This is the URL server - call - server (VNPAY server calls Merchant server/e-commerce

website).
Merchant returns data to VNPAY in JSON format.

IPN is only called when the transaction result is successful.
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2.8.2. Sequence diagram

Response result

I
I
|
2.8.3. URL IPN
2.8.3.1. Parameter list
vnp_TmnCode
Merchant website code on the VNPAY system
Mandatory | Alphanumeric 8 VNPAY ISP

vnp_TxnRef

installment transaction.

As order.orderReference sent to VNPAY when sending a request to initiate an

Mandatory | Alphanumeric | 1,255

abcd123456

vnp_Amount

Amount paid by customer. Amount does not carry decimal separators, thousandths,
currency characters. To send an amount of VND 6,000,
will multiply 100 times (decimal), then send to merchant: 600000000.

000 (six million dong), VNPAY

Mandatory Numeric

600000000
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vnp_Orderinfo

Payment content information. As order.orderInfo sent to VNPAY when sending a
request to initiate an installment transaction (English or Vietnamese without accents).

Mandatory | Alphanumeric | 1,500 Test giao dich thanh toan tra gop

vnp_TransactionNo

Transaction code recorded at VNPAY system

Mandatory Numeric 20201501101521

vnp_CardType

Customer’s type card/account: ATM, IB, ACC, QRCODE

Mandatory Alpha 2,20 ATM

vnp_BankCode

Payment card type.

Mandatory Alpha 3,20 MASTERCARD

vnp_BankTranNo

Transaction code at Bank.

Mandatory | Alphanumeric | 3,255 MTC20211501

vnp_ResponseCode

Result response code. Specify a 00 response code for a Successful result for all APIs. For

more information, refer to the error code table in section 3.1.

Mandatory Numeric 2 00
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vnp_TransactionStatus

Transaction status at VNPAY Payment Gateway. For more information, refer to the error
code table in section 3.1.

- 00: Sucessful payment transaction at VNPAY

- Other than 00: Failed transaction at VNPAY.

Mandatory Numeric 2 00

vnp_PayDate

Payment date. Format yyyyMMddHHmMmss.

Mandatory Numeric 14 20201501101520

vnp_SecureHash

Checksum code to ensure that the transaction data is not changed during the transfer
from VNPAY to the E-commerce Website.

It is necessary to check the correct checksum when starting to process the request (before

making other requests).

Mandatory | Alphanumeric | 32,256 21232f297a57a5a743894a0e4a801fc3

2.8.3.2. Merchant sends to VNPAY

RspCode

Result response code IPN. Refer to the error code table in section 3.1.

Mandatory Numeric 2 00
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Message

Data description

Mandatory | Alphanumeric | 1,255 Confirm Success

2.9. URL Return
2.9.1. Note
- When the VNPAY URL calls back, there will have payment information, then based on
that result, the E-commerce website will update/process the results after payment and
display a notice of transaction result to the customer.
- E-commerce merchant/website checks the integrity of data (checksum) before
performing other operations.
- The checksum data is established based on the ascending sort of the parameter names.
2.9.2. Sequence diagram

Redirect

| |
| |
| |
N |
| |
| |
| |
| |
| |
| |

2.9.3. URL Return
2.9.3.1. Parameter list

vnp_TmnCode

Merchant website code on the VNPAY system.

Mandatory | Alphanumeric 8 VNPAY ISP

Vietnam Payment Solution Joint Stock Company 33/39



Technical specification document of E-Commerce Merchant — VNPAY Installment Payment system v2.1.1

vnp_TxnRef

As order.orderReference sent to VNPAY when sending a request to initiate an

installment transaction.

Mandatory | Alphanumeric | 1,255 abcd123456

vnp_Amount

Amount paid by customer. Amount does not carry decimal separators, thousandths,
currency characters. To send an amount of VND 6,000,000 (six million dong), VNPAY
will multiply 100 times (decimal), then send to merchant: 600000000.

Mandatory Numeric 600000000

vnp_Orderinfo

Payment content information. As order.orderinfo sent to VNPAY when sending a

request to initiate an installment transaction (English or Vietnamese without accents).

Mandatory | Alphanumeric | 1,500 Test giao dich thanh toan tra gop

vnp_TransactionNo

Transaction code recorded at VNPAY system.

Mandatory Numeric 20201501101521

vnp_CardType

Customer’s type card/account: ATM, IB, ACC, QRCODE

Mandatory Alpha 2,20 ATM
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vnp_BankCode

Payment card type.

Mandatory Alpha 3,20 MASTERCARD

vnp_BankTranNo

Transaction code at Bank.

Mandatory | Alphanumeric | 3,255 MTC20211501

vnp_ResponseCode

Payment result response code. Specify a 00 response code for a Successful result for all
APIs. For more information, refer to the error code table in section 3.1.

Mandatory Numeric 2 00

vnp_TransactionStatus

Transaction status at VNPAY Payment Gateway. For more information, refer to the error

code table in section 3.1.
- 00: Sucessful payment transaction at VNPAY

- Other than 00: Failed transaction at VNPAY.

Mandatory Numeric 2 00

vnp_PayDate

Pay date. Format yyyyMMddHHmMmss.

Mandatory Numeric 14 20201501101520
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vnp_SecureHash

Checksum code to ensure that the transaction data is not changed during the transfer
from VNPAY to the E-commerce Website.

It is necessary to check the correct checksum when starting to process the request (before
making other requests).

Mandatory | Alphanumeric | 32,256 212321297a57a5a743894a0e4a801fc3
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3. Appendix
rspCode returns 00 which is conventionally successful for all APl processing requests.

3.1. Error code table

No Error code Description
Authentication request
1 01 Authentication failure (wrong username or password)
2 02 Authentication failure (User inactive)
3 03 Authentication failure (User not exist)
4 95 Invalid request
5 99 Internal error
Query installment configuration information
6 95 Invalid request
7 97 Invalid checksum
8 99 Internal error
Initiate installment transaction
9 01 Transaction has been existed
10 04 Not available installment payment
11 05 Invalid condition installment payment
12 06 Duplicate request id
13 76 Issuer inactive
14 95 Invalid request
15 97 Invalid checksum
16 99 Internal error
URL IPN/Return
17 05 Transaction failed because: Total No. of times that you entered wrong
password excess No. of times allowed. Please conduct the transaction again.
18 06.13 Transaction failed because: You entered wrong OTP. Please conduct the
transaction again.
Debited successfully. Interrogative transaction (relating to fraud and unusual
19 07 transactions) needs confirmation of Reject/Accept transaction through
merchant admin.
Transaction failed because: You have not registered for Internet Banking
20 o service.
Transaction failed because: Customer’s card/account is not autheticated after
2 10 more than 3 times.
2 1 Transaction failed because: Payment term has expired. Please conduct the
transaction again.
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23 12 Transaction failed because: Your account/card has been locked.
24 24 Transaction failed because: You have cancelled the transaction.
- 51 Transaction failed because: Your account balance is insufficient to conduct the
transaction.
26 65 Transaction failed because: Your account excesses the limitation of one day.
27 75 Bank system is under maintenance.
28 99 Other errors (the remaining errors that are not listed in the table of error code)
Merchant returns IPN update result to VNPAY
29 00 Transaction is recorded successfully
30 01 Transaction order code not found
31 02 The request has been previously processed
32 03 IP address is not allowed to access (optional)
33 04 Invalid amount
34 97 Wrong signature (unmatched checksum)
35 99 System error
Transaction status code table: vnp_TransactionStatus
36 02 Error transaction
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3.2. List of banks supporting installment payment

No Bank code Name
1 VPBANK Vietnam Commercial Joint Stock Bank for Private Enterprise
2 MBBANK Military Commercial Joint Stock Bank
3 VIETINBANK Vietnam Joint Stock Commercial Bank of Industry and Trade
4 VIETCOMBANK Joint Stock Commercial Bank for Foreign Trade of Vietnam
5 SACOMBANK Saigon Thuong Tin Commercial Joint Stock Bank
6 BIDV Joint Stock Commercial Bank for Investment and Development
of Vietham
7 TECHCOMBANK Vietnam Technological and Commercial Joint Stock Bank
8 TPBANK TienPhong Commercial Joint Stock Bank
9 SHINHANBANK Shinhan Bank Vietnam Limited
10 MSBANK Vietnam Maritime Commercial Joint Stock Bank
11 VIB Vietnam International Commercial Joint Stock Bank
12 HSBC HSBC Bank (Vietnam) Ltd
13 ocB Orient Commercial Joint Stock Bank
14 SHB Saigon-Hanoi Commercial Joint Stock Bank
15 NAMABANK Nam A Commercial Joint Stock Bank
16 VIETCAPITALBANK Viet Capital Commercial Joint Stock Bank
17 PVCOMBANK Public Vietnam Bank
18 ACB Asia Commercial Joint Stock Bank
19 FECREDIT VPBank SMBC Finance Company Limited
20 SCB Sai Gon Commercial Joint Stock Bank
21 EXIMBANK Vietnam Export Import Commercial Joint Stock Bank
22 HDBANK Ho Chi Minh City Development Joint Stock Commercial Bank
23 HOMECREDIT Home Credit Vietnam Finance Company Limited
24 HDSAISON HD Saison Finance Co.,Ltd
25 KIENLONGBANK Kien Long Commercial Joint Stock Bank
26 LOTTEFINANCE Lotte Finance Vietnam Company Limited
27 STANDARDCHARTERED | Standard Chartered Bank (Vietnam) Limited
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